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ALERT Previous Versions of Diamond Dental Software Will Not Run
on New Computers

That 6s c orabautcthie.middei oh 20@8 new computers have been shipping
with the new 64 bit version of Windows Vista. The new 64 bit processors are faster
and can access up to 8 gigabytes of RAM memory. In most stores the computers
with 32 bit Windows are gone, or soon will be. Diamond Dental Software version 2.2
and earlier, and all versions of Three Star for Windows, will not run under this new 64
bit Windows operating system. As soon as we received this information we
immediately began re-writing the program using a new, state of the art language that
will run on both the older 32 bit and the new 64 bit Windows. The new database we
are using has a larger capacity and is more stable than our old (and now antiquated)

database, insuring that you will never run out of room and making your all-important u” l)

data less susceptible to corruption. Diamond Dental Software version 3.2 will work < |nte

with Windows XP Service Pack 2 and higher. It will also work with Windows Vista 32

bit and 64 bit versions. Networking is not a problem. Windows XP and Vista can be 5
networked together and the 32 bit and 64 bit versions of Windows are compatible core 2
together. We have provided a simple conversion program that will transfer your data | Quad

to the new database with a single click of a button.

Protect your Data and your Patients
l dentity t heft occurs when someone S e ~~other

information, like his or her name, Social Security number, or credit card number,
to commit fraud or other crimes. Identity theft is serious. While some identity theft -

victims can resolve their problems quickly, others spend hundreds of dollars and
many days or weeks attempting to repair damage to their good hame and credit
record. Sometimes the issue is never resolved. The Diamond Dental database

that is on your computer is a veritable treasure trove for the would-be identity

thief because it has everything a thief could want: thousands of names, along

with their addresses, social security numbers, credit cards, and much more. Identity Theft
Consider the nightmare scenario of your database falling into the hands of a

determined identity thief. Imagine having to explain to thousands of your patients that their credit card
and social security numbers that they entrusted to you have been compromised. Beyond this, there is
the added dimension that the Diamond Dental database contains medical record information that must
remain private. Not only is this data stored on your office computer, it is also on your backup disks (of
which you should have multiple copies). You may also have loaded the program on a home computer.
You may also have loaded the program on your laptop so you can carry your data with you when you
travel. At times you might leave your laptop in your hotel room or in your car. You very likely have many
copies of your office data floating around in many places, none of which are particularly secure. The
database used in previous versions of Diamond Dental Software and Three Star for Windows
was not protected and the information inside that database could be read by anyone with a
minimal knowledge of computers.

The database used in Diamond Dental Software version 3.2 is now encrypted with a 256 bit Advanced
Encryption Standard (AES) Rijndael encryption algorithm which is fully HIPAA compliant. With this
advanced encryption technology, even if an identity thief manages to get a copy of your database, the
information inside the database remains protected and inaccessible. This same encryption technology



will also protect your backup disks that you make with the new version and any other desktop or laptop
computers running Diamond Dental Software version 3.2.

The actual operation of encrypting the database is discussed later in this document. The encryption
process is quick and easy and is performed at the end of the day. When the program is opened (usually

the next day), you will be asked for a password (that you create) to decrypt the database so it can be

used. If the person attempting to open the program does not enter the correct password the database

wi || remain encrypted and wunusabl e. I f you forget
break the encryption if needed.

File Shredding for Complete Safety

Database encryption, as discussed above, protects your Diamond Dental database from dishonorable
computer hackers. But if your computer is stolen, is data encryption alone enough to protect your
patients from identity theft? Probably not. Let 6 s | o0 o k n#les as to mhey not. ¥a will assume
you purchase Diamond Dental Software version 3.2 with its high level of data encryption. You can be
assured that your encrypted Diamond Dental version 3.2 database is absolutely secure from hackers.
But consider this. After a few weeks you decide to delete the data files from your old Diamond Dental or
Three Star program because the databases from these old versions are not secure. So you go into

Windows Explorer and find the old Starwin folder (from the old program) and delete the Stardata.mdb

file, and you even remove it from the Recycle Bin.
access it anymore but t hat file is not gone. Thi
operation that you performed simply r e moves the files index referenc

System Directory, but the content of the file 7 the actual data 7 remains on your hard drive. An
unscrupulous (but smart) hacker can easily retrieve this file and be in possession of all yourpat i ent s &
names, soci al security number s, credit car ds, addr
restore a backup and you overwrite your existing file with the backup file. Is the original file that was on

your hard drive gone since it has been overwritten? Maybe not. The hard drive in its finfinite wisdomo

may decide to place the backup file in the exact same location as the original file, or it may save it to an

entirely different section of the hard drive. In that case the original file still exists and can be accessed

by a hacker. Even formatting your hard drive does not guarantee that all data has been removed.

To counter this, Diamond Dental Software version3.2uses a speci al technique ¢
to remove files. Shredded files are not retrievable by anyone. Besides its use by the Diamond Dental

program internally when required, the File Shredder is available for use by you as an external stand-

alone utility. We strongly suggest that after you have been using Diamond Dental version 3.2 for a while

and have some new (encrypted) backups created, that you use this utility to shred all other instances of

your data from older Diamond Dental or Three Star versions that might be residing on your hard drive.

You should also store your old (unencrypted) backup disks in a very secure location.

New oduaseDayo Procedure Makes Mai ni
Backup Easy

A new button on Di a Mo d™ D ar oS i —
Menu is Close-Out Day, which opens the || o e ecteta v paih o your nackup ciok and thatyour backu drok s
screen seen here. With one click you will inserted.

gﬁgoggcssgab?ffs r?]zlgéee?]zn?r?’ Oennecrgf)r::gllqe, Repair and Compact Databases Backup Databases

operation.

m Select Backup Disk

@ Perfon
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The backup program has been greatly
improved. With previous versions we

Encrypt Databases

@ Perform (Recommended) Include | Fold be of signifi it si;
StarData.accdb  Not Compite onn [ Include Images Folder (may be of significant size)

Compression Type
) ) SmnPassesa': Backup Status  Not Complete
order to have five or six backups, since the || ™=@ U e o -
Skij 114242008
more backups you have, the safer your data |- 3 i

is. Each time you performed a backup it
would overwrite the previous backup. In the




new version we still prefer USB port memory sticks but backups are now encrypted for database
security and the backup is compressed. So instead of having just one backup per memory stick, you
can now fit dozens or even hundreds of backups on one memory stick. Also, you do not have to worry
about monitoring available space on your memory stick because you will never run out of room. The
backup program will determine the space it needs and will continually erase the oldest backup files in
order to make room for the new backup file.

DDS Emaller: A Powerful New Emalil /l//odu/e

You can now send email directly from your [emeessems

Diamond Dental Software program with the new % ) i e i
DDS Emailer module. With the convenience of |[e e 1]
email, the DDS Emailer module allows you to | B ru o C Ty

Header: Green Valley Dental v C&Header | Last Name I Birth Month |

Title | Birth Dayth

send emails for all these practice building actions: Lype i ros hand message o rtiov rom Message Libary oo
patient  appointment  confirmations, recall 7| DearSaldationName], | swere

|
|
Salutation Name city |
|
|

Ve We see that [BithDOW] the [BDayth] of [BithMON] is your birthday. All of us |

reminders, birthday and holiday greetings, new | &=

e
9¢ | at Green Valley Dental would like to wish you a very happy birthday and best Full Formal Name | State
wishes for the year ahead.

patient welcome letters, monthly newsletters, | & |...... e e
dormant patient reactivation, email billing | & | o swppar e somson ang e sar PatentType | oue ow Amut |
Statements’ and more. Footer:  Our office is located across from Ralph's | Footer Fretvistoate || overso0ars ||

. . Attach: Last Visit Date | Over 60 Days |
You can create an Email Message Library where Gtproomose || oversovers |
you will save messages that can be used over 7 o nmchmant Qo | [

and over again. Messages can be embedded
with customized data fields to personalize your message. This is used when sending out multiple emails at
once. For example, below is a simple birthday greeting in its raw form showing the embedded fields:

Dear [FirstName],

We see you're having a birthday on [BirthDOW], [BirthMON] [BDayth]. All of us at Green Valley
Dental would like to wish you a very happy birthday and best wishes for the upcoming year.

When the email blast (multiple emails) is run, the embedded fields for each email will be filled in with the
appropriate data as seen in the example below:

Dear Helen,

We see youbre having a birthday on Monday, January

like to wish you a very happy birthday and best wishes for the upcoming year.

Besides AEmMmMai l Bl astsdo where multiple emai

e ) emails to patients, responsible parties, insurance subscribers, Diamond Dental Phone Book
entries, insurance carriers, employers, and referral sources. This email button is seen on
 numerous screens throughout the program. Click it to send an email to the person or entity of

the current screen.

Multiple emails are generated through the Patient Report, Accounts Receivable Report, Schedule Report,
and the Print Recall module. For example, the Patient Report has many options with many filters. Use
whatever combinations of filters you want to limit the emails to just the people you want to reach. For
instance, use the Last Visit Date Range filter in conjunction with the new Exclude if Patient has Future
Appointment filter to send emails to patients who have not been in for a while and do not have an
appointment scheduled. Running emails through the Print Recall Module can replace your current post card
printing method of recall, or use it in addition to your post card printing to make sure your patients really get
the message.

CDT-2009 Procedure Codes

Our latest version includes an update for the new CDT-2009 Procedure Codes that are
required as of January 2009. The update will not only add all the new codes to your [ai
procedure file but will also hide (not delete) those procedures that are no longer CDT-2009 el
compliant. An easy to use update wizard will guide you through this update of your
procedure file.

Terminology

S



Improved Patien t Search

Version 3.2 introduces a new patient search screen.

There are now six ways to search for a patient: Last

Name, First Name, Account Number, Home Phone,

Chart Number, and Social Security Number. To

implement the search method you prefer, click one of

the six buttons across the top of the screen. When you

do this the patient names in the window will sort

according to the method you selected. In the sample

seen here, since Last Name is selected, you see the

names sorted in Last Name order. If you had clicked

the Chart Number button you would see the patients

listed in Chart Number order. Whatever method was in

effect when you exitedt he A Pati ent Searchod screen will

be the method in use when you open it again. So if you

usually search by Last Name, you will not have to keep

clicking Last Name every time you perform a search. It

will be preset the way you left it. To perform the search,

just start typing the letters of the name for which you

are searching. Usually just three or four letters is all it takes to bring the name you want into view. The new
search also lets you include archived patients in the search. This solves a problem from previous versions
when a patient would be entered twice simply because the search was not able to detect that the patient
already existed, but was in the archive file.

Select Envelope To Print
& ['size (in) ‘Envelope Name

Envelope Printing

| Diamond Dental Soft-ware has the ability to
L\_/_] print envelopes with your regular Windows
printer, or any printer connected to your
computer. Many screens throughout the program have
the Envelope button (seen above left). When a screen
includes this button, a single envelope can be printed
to the person (or entity) that the screen contains.
Screens capable of envelope printing include:
Responsible Party, Patient, Insurance Subscriber,
Phone Book Entry, Employer, Insurance Carrier,
Insurance Printing, and more. In fact, most screens
have this envelope button. When you click the :
Envel ope button the @AEnNvaetome-Rr impmtsi=ngo Screet
(seen above right). Envelope printing is NOt NEW tO | ssesesesoue a
Diamond Dental, but this function in previous Versions || e o rews ot
was frankly so cumbersome and difficult to setup, that
most offices simply addressed their own envelopes. e
Also, the previous version did not work on several G-J
printers (especially new printers), even when you did everything right. The new envelope printing program
has been entirely re-written with a new, easy to use setup screen (seen lower right). You can pick any
envelope size your printer is capable of printing, and even customize new sizes.

4516 %8 11/16 Envelope OL
538 %9 Envelope C5
B 15/16 x 8 13/16 Envelope B5
358612 634

Margins (Inches)  Left: 0053 Right: )5 -4

Single Label Printing

Printing single labels inside Diamond Dental is easy if you have a dedicated label printer such as the

Dymo 400 series Turbo. As with envelopes, labels are now available for printing throughout the

program wherever you see the label printer button (seen upper left). As with envelope printing, single
label printing was available in earlier versions of Diamond Dental, however setup proved to be quite difficult
for most offices.
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